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1. Public Records (Scotland) Act 2011
The Public Records (Scotland) Act 2011 (the Act) received Royal Assent on 20 April 2011. It is the first new public records legislation in Scotland since 1937 and came into force on 1 January 2013.
Its primary aim is to promote efficient and accountable record keeping by named Scottish public authorities.
The Act has its origins in The Historical Abuse Systemic Review: Residential Schools and Children’s Homes in Scotland 1950-1995 (The Shaw Report) published in 2007. The Shaw Report recorded
how its investigations were hampered by poor recordkeeping and found that thousands of records had been created, but were then lost due to an inadequate legislative framework and poor records
management. Crucially, it demonstrated how former residents of children’s homes were denied access to information about their formative years. The Shaw Report demonstrated that management
of records in all formats (paper and electronic) is not just a bureaucratic process, but central to good governance and should not be ignored. A follow-up review of public records legislation by the
Keeper of the Records of Scotland (the Keeper) found further evidence of poor records management across the public sector. This resulted in the passage of the Act by the Scottish Parliament in
March 2011.
The Act requires a named authority to prepare and implement a records management plan (RMP) which must set out proper arrangements for the management of its records. A plan must clearly
describe the way the authority cares for the records that it creates, in any format, whilst carrying out its business activities. The RMP must be agreed with the Keeper and regularly reviewed.

2. Progress Update Review (PUR) Mechanism
Under section 5(1) & (2) of the Act the Keeper may only require a review of an authority’s agreed RMP to be undertaken not earlier than five years after the date on which the authority’s RMP was last
agreed. Regardless of whether an authority has successfully achieved its goals identified in its RMP or continues to work towards them, the minimum period of five years before the Keeper can require
a review of a RMP does not allow for continuous progress to be captured and recognised.
The success of the Act to date is attributable to a large degree to meaningful communication between the Keeper, the Assessment Team, and named public authorities. Consultation with Key Contacts
has highlighted the desirability of a mechanism to facilitate regular, constructive dialogue between stakeholders and the Assessment Team. Many authorities have themselves recognised that such
regular communication is necessary to keep their agreed plans up to date following inevitable organisational change. Following meetings between authorities and the Assessment Team, a reporting
mechanism through which progress and local initiatives can be acknowledged and reviewed by the Assessment Team was proposed. Key Contacts have expressed the hope that through submission
of regular updates, the momentum generated by the Act can continue to be sustained at all levels within authorities.
The PUR self-assessment review mechanism was developed in collaboration with stakeholders and was formally announced in the Keeper’s Annual Report published on 12 August 2016. The
completion of the PUR process enables authorities to be credited for the progress they are effecting and to receive constructive advice concerning on-going developments. Engaging with this
mechanism will not only maintain the spirit of the Act by encouraging senior management to recognise the need for good records management practices, but will also help authorities comply with their
statutory obligation under section 5(1)(a) of the Act to keep their RMP under review.

3. Executive Summary
This Report sets out the findings of the Public Records (Scotland) Act 2011 (the Act) Assessment Team’s consideration of the Progress Update template submitted for Caledonian Maritime Assets
Limited. The outcome of the assessment and relevant feedback can be found under sections 6 – 8.
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4. Authority Background
Caledonian Maritime Assets Limited owns the ferries, ports and harbours and infrastructure necessary for ferry services serving the West coast of Scotland and the Clyde Estuary.
They are wholly owned by the Scottish Government with Scottish Ministers the sole shareholders. The Caledonian Maritime Assets Limited Board have an executive management team and
supporting staff at headquarters in Port Glasgow.
http://www.cmassets.co.uk/en/home.html

5. Assessment Process
A PUR submission is evaluated by the Act’s Assessment Team. The self-assessment process invites authorities to complete a template and send it to the Assessment Team one year after the date
of agreement of its RMP and every year thereafter. The self-assessment template highlights where an authority’s plan achieved agreement on an improvement basis and invites updates under those
‘Amber’ elements. However, it also provides an opportunity for authorities not simply to report on progress against improvements, but to comment on any new initiatives, highlight innovations, or record
changes to existing arrangements under those elements that had attracted an initial ‘Green’ score in their original RMP submission.
The assessment report considers statements made by an authority under the elements of its agreed Plan that included improvement models. It reflects any changes and/or progress made towards
achieving full compliance in those areas where agreement under improvement was made in the Keeper’s Assessment Report of their RMP. The PUR assessment report also considers statements of
further progress made in elements already compliant under the Act.
Engagement with the PUR mechanism for assessment cannot alter the Keeper’s Assessment Report of an authority’s agreed RMP or any RAG assessment within it. Instead the PUR Final Report
records the Assessment Team’s evaluation of the submission and its opinion on the progress being made by the authority since agreeing its RMP. The team’s assessment provides an informal
indication of what marking an authority could expect should it submit a revised RMP to the Keeper under the Act, although such assessment is made without prejudice to the Keeper’s right to adopt a
different marking at that stage.

Key:

G

The Assessment
Team agrees this
element of an
authority’s plan.

A

The Assessment Team agrees this
element of an authority’s progress
update submission as an
‘improvement model’. This means
that they are convinced of the
authority’s commitment to closing a
gap in provision. They will request
that they are updated as work on
this element progresses.

R

There is a serious gap
in provision for this
element with no clear
explanation of how this
will be addressed. The
Assessment Team
may choose to notify
the Keeper on this
basis.
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6. Progress Update Review (PUR) Template: Caledonian Maritime Assets

Element

Keeper’s Report Comments on
Authority’s Plan
02JUN16

Status
under
agreed
Plan
02JUN16

Progress
status
21JAN21

Progress
status
22Nov21

Self-assessment Update
30SEP20

Self-assessment Update as
submitted by the Authority
since
21JAN21

Progress Review
Comment
22Nov21

G

G

G

Update required on any change

No change as of September 2020.

No immediate action required.
Update required on any future
change.

No change.

Noted with thanks.
Update required on any
future change.

G

G

G

Update required on any change

No change as of September 2020.

No immediate action required.
Update required on any future
change.

No change.

Noted with thanks.
Update required on any
future change.

G

G

G

Update required on any change

Our Records Management policy has
been reviewed and updated. We will
review on an annual basis going forward
in line with submitting our PUR return. We
would expect to see further updates to the
policy as we progress the EDRMS project.
Will be submitted under separate cover.

In their original submission
CMAL committed to keeping
their information governance
policies and guidance
documents under review and
the Assessment Team
acknowledges that this is
being done.

No change.

Noted with thanks.
Update required on any
future change.

1. Senior Officer

2. Records
Manager

3. Policy

Progress Review
Comment
21JAN21

The Assessment Team notes
that new Records
Management Policy is
available and acknowledges
that a copy has been supplied.
They will store this in order
that they may keep the CMAL
submission up-to-date.
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A
4. Business
Classification

A

A

The new Business Classification
Scheme shall be used to inform the
roll-out of the authority’s EDM
project. CMAL also intends to create
an Information Asset Register (IAR).
The Keeper requests updates on
these developments and the receipt
of copies of documents including
the IAR itself once available.
The Keeper agrees this element of
the Plan under Improvement Model
conditions. This means that the
authority has identified a gap in
provision (the electronic records
management solution is not fully
rolled-out to staff) and have taken
steps towards closing this gap. The
Keeper’s agreement is conditional
on his being updated as the project
progresses and as the
improvements outlined in the Action
Plan are implemented.

On 01 July 2020 our new IT Manager
joined CMAL on a permanent basis.
Previously working for our IT support
company, he has been instrumental in
helping us to assess the way forward for
our EDRMS project, we have also
engaged the consultancy services of Rob
Bath and colleagues from Intelogy and
experts from Open Text to drive the
project forward. After many months of
comparison & evaluation of products to
provide a solution for Records
Management, Asset Management and to
upgrade, as well as move our SharePoint
site to the cloud, we have a formal
recommendation on the way forward. It
was imperative that we combined the
projects as any new system will need to
comply with all elements of governance,
the records management plan as well as
enable CMAL to comply with data
protection law and FOISA. The current
proposal has been approved by our
Senior Management Team, September
2020. The proposal will be brought to the
CMAL Board for review/approval on
20/11/20.
Technical review/IT proposal to follow
under separate cover. This details how
CMAL will progress each element of the
plan including the business classification.
To clarify, we continue to engage our IT
support company Microtech under the
existing contract. The new IT Manager
role was created to enhance our in house
services as opposed to replace the IT
Managed Services contract with our
current provider. The managed services
contract with Microtech is currently being
extended for a further 4 years.

Although the formal approval
from the CMAL Board has not
yet been granted, the
Assessment Team understand
that CMAL are likely to be
moving their records
management provision to
O365 and have engaged,
firstly with an industry expert
and secondly with a third-party
supplier to manage that
transition.
The Keeper thanks CMAL for
sharing their SharePoint
Assets and Records
Comparison. This is a very
interesting document which we
will keep for reference within
the PRSA Team. We will not
share this document and it will
be kept within a restricted area
of our eDRM.
Generally a O365 solution is
bound to be incremental and
take some time to bed-in
properly. The Assessment
Team remind CMAL of the
importance of appropriate
polices, governance and staff
training in making this major
project a success.
The Assessment Team looks
forward to updates in
subsequent PURs.
This element remains at
Amber while this work is
ongoing.

We have a number of IT initiatives
currently underway for our Records,
invoicing systems etc. all projects will be
reviewed by the Data Protection Officer
and the Quality Governance Officer to
ensure compliance. The IT policy will be
updated as these progress and will be
scooped up in the EDRMS project where
required.

Board approval to progress the
project was given in February of
2021.
Workshops with representatives
of each department continue
throughout the EDRMS project.
All new developments will be
informed by the business
classification.
We have successfully completed
the first process transition to
Microsoft 365 by providing a
solution that enables staff to
request travel bookings and
associated needs through a
single app interface. This is
currently in pilot and will be
released to the wider business
very soon. We are also 80%
through a further project that will
provide another app for staff to
raise PO requests against CMAL
projects and contracts, managing
conversations associated and
allowing reporting in-line with
contract budgets and other
associated POs. This phase 1
launch will provide significant
benefits over previous methods
from both the end user
perspective as well as the
administrative needs for visibility,
data accessibility and
management as well as the
potential for comprehensive
reporting.
A PoC is underway with CMAL’s
partner AMX for a potential
replacement of OSMS, to
understand whether the
appropriate platform is their
bespoke solution or instead an
app-driven approach within
Microsoft 365. Regardless,
measures are being discussed
and planned to ensure the
approach is fully compliant with
records management obligations.
In addition, we are now initiating
discussions with another of
CMAL’s partners, with regards to
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The Keeper’s
Assessment Team
thank CMAL for the
detailed update
regarding the
authority’s transition to
Microsoft 365. It is
positive to hear that
progress is being made
and it is clear that
CMAL are approaching
the implementation of
O365 with widereaching consideration
of how this migration
will affect their records
management practices.
The Team understand
that CMAL are
considering both
integrated O365 apps
and external solutions
for their various
business needs and
that remaining
compliant with records
management
obligations is clearly a
key consideration amid
the ongoing
discussions.
The Team look forward
to news of progress in
future PURs.
This element remains
amber while work is
ongoing.

7
the on-going project management
methodology that CMAL will work
to. Together, we will be
incorporating this methodology
into the design of future working
areas and processes within
SharePoint (and other required
Microsoft solutions) to
standardise working practices to a
common working model (including
integration, where needed, with
other solutions such as the AMX
Asset Management platform).
A new intranet has been
conceptually presented and we
are imminently starting a phase of
discussions with all relevant areas
to design and build a central
platform that staff can access for
news and updates, as well as key
resources from across the
business. Each department will
look at their SharePoint sites to
better understand how we can
best rebuild these in the new
platform and collaborate with
Intelogy on the way forward.
A
5. Retention
Schedule

A

A

The current Retention Schedule is
being revised in line with legal
requirements, best practice, and the
authority’s completion of the
SharePoint development.
The Keeper agrees this element of
CMAL’s Plan on an Improvement
Model basis. This means that the
authority has identified a gap in
provision (the retention schedule is
under review) and the Keeper
acknowledges that they are
implementing processes to close
this gap. The Keeper’s agreement is
conditional on his being alerted
when the review of the retention
schedule is complete and on his
being provided with a copy of the
new version as soon as practicable.

As with the above a review of the
retention schedules will be a part of the
overall EDRMS project. The Quality
Governance & Data Officer will review
with Data Protection officer and IT
Manager to ensure retention schedules
are implemented as part of the ongoing
project. Retention documentation
assessment was carried out with
Opentext & Intelogy.
CMAL has developed some fairly
comprehensive schedules, many of which
are completely bespoke given the unique
role it has as a public sector organisation.
These will be reviewed prior to being
integrated into any solution and work has
started to look at ways to use labels within
SharePoint for achieving
retention/destruction.

See element 4 above.
The allocation of retention
decisions to record types in
O365 seems to have been well
considered by the Council.
This is a very interesting area
of development in the records
managements sector at the
moment and the PRSA Team
would be interested to engage
with the CMAL on this issue.
The PUR explains activities
around retention that the
authority will be undertaking in
the next few months. This
element remains at Amber
while this work is pursued. The
Assessment Team
acknowledges that these
activities are part of a larger
improvement plan.
The Assessment Team looks
forward to updates in
subsequent PURs.
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Discussions with Quality,
Governance & Data Officer, DPO
and Intelogy on data cleansing
approaches and guidance starting
23/09 in the run up to migrating
content from our existing platform
to Microsoft 365. Requirement to
formalise compliance needs with
regards to retention and
disposition for content in advance
of writing guidance for staff
retention. The retention schedules
will be reviewed and updated as
part of this work with the ultimate
goal to automate as many as
possible.

The Assessment Team
thanks CMAL for the
update regarding
Element 5.
The Team are pleased
to hear that CMAL are
giving serious thought
to issues surrounding
retention schedules and
destruction
arrangements as part of
the authority’s migration
to O365. The Team
welcome news that
retention schedules will
be reviewed and
updated as this process
continues.
The Team look forward
to updates in
subsequent PURs.
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This element will
remain amber while
work is ongoing.
A

A

A

6. Destruction
Arrangements

CMAL is in the process of
developing corporate procedures for
the destruction of electronic records
which will coincide with the
completion of the SharePoint
project. The Keeper will require a
copy of any such procedures when
available.

As part of the EDRMS project covered
above our destruction arrangements will
be reviewed.

As above, work in progress with
the current project.

The ability to apply retention
decisions and the recording of
those actions is obviously of
prime importance to the
authority’s records
management provision.

The Keeper can agree this element
of CMAL’s Plan on Improvement
Model terms. This means that he
acknowledges that CMAL have
identified a gap in their records
management provision (an
authority-wide system for the
destruction of electronic records is
lacking),and have put processes in
place to close that gap. The
Keeper’s agreement will be
conditional on receiving updates as
the project progresses.

Update noted with
thanks.
The Assessment Team
look forward to updates
in subsequent PURs.
This element will
remain amber while
work is ongoing.

The Assessment Team looks
forward to updates in
subsequent PURs.
This element remains at
Amber while the transition to
the new solution progresses.

G

G

G

Update required on any change

No change as of September 2020.

No immediate action required.
Update required on any future
change.

No change.

Noted with thanks.
Update required on any
future change.

G

G

G

The Keeper requests that he is sent
a copy of the guidance being
developed for security in “out-ofoffice” situations, when available.

We are in the process of having our Cyber
Essentials & Cyber Essentials Plus
Certification audited for 2020-2021. Our IT
Manager is currently working with the
external auditor to progress. We take our
commitment to information security very
seriously, having a dedicated in-house IT
Manager at CMAL can only help enhance
our commitment to our IT Security and IT
processes/policies as a whole.

In their original submission
CMAL committed to keeping
their information governance
policies and guidance
documents under review and
the Assessment Team
acknowledges that this is
being done under this element
as well as elsewhere.

Our IT Manager is currently
preparing for our annual renewal
of our Cyber Essentials and
Cyber Essentials Plus certification
audits 2021.

The Team commend
CMAL for their
continuing commitment
towards their
information security
obligations.

7. Archiving and
Transfer

8. Information
Security

See elements 4 and 5 above
for comments regarding O365.

If a review and consolidation of
information security procedures
results in a new Information Security
Policy the Keeper will need to be
forwarded a copy.

A copy of our updated IT policy will be
forwarded under separate cover. A copy
of the 20-21 Cyber Essentials Plus
Certificate will be forwarded under
separate cover (pls note this will be sent
to the Assessment Team after 30/09).

Obviously, information security
is an area of records
management provision that
needs constant review and it is
good to learn that this appears
to be taken very seriously in
CMAL. The appointment of a
dedicated staff member to this
work is welcome.
The Assessment Team notes
that new IT User Policy is
available (September 2020)
and acknowledges that a copy
has been supplied. They will
store this in order that they
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Our offices in Port Glasgow have
been refurbished and a new
CCTV system is being installed
incorporating 7 cameras to offer
enhanced security for our IT
systems and records as well as to
our premises. We are working
with our DPO to prepare the Data
Protection Impact Assessment for
the system going live.
In addition, our new server room
is permanently locked and only
accessible to the IT Manager,
Head of Business Support, CEO
and 2 from the Corporate Support
Team.

The Keeper’s
Assessment team note
that since CMAL’s
submission, the
authority have
successfully renewed
their annual Cyber
Essentials and Cyber
Essentials Plus
certification audits for
2021. We see these
were issued IASMECE-028025 on 07/10/21
and IASME-CEP-

9
may keep the CMAL
submission up-to-date.

006046 on 20/10/21,
respectively.
Cyber Essentials
Certificate search NCSC.GOV.UK. This is
commendable.

CMAL have recently invested
in a new automated door entry
system to the main office. This
was installed to improve
security for the building, IT
Systems and records.

G
9. Data
Protection

G

G

Update required on any change.

On 11/03/20 our DPO Liz Taylor delivered
a 1 day Certificate in Data Compliance.
There were 12 CMAL staff in attendance.
Unfortunately, due to the Covid pandemic
we have not yet been able to have the
staff sit the exam, we will schedule a
refresher and the exam when things have
returned to normal working practice
(although all staff attended the full day
and completed the course content.)

We have scheduled a GDPR Compliance
course via Microsoft Teams on 21 & 22
October 2020 for some staff who have
missed previous sessions.
The Quality Governance & Data Officer
and DPO produce papers for each CMAL
Board Meeting to provide an update on
any outstanding issues or
recommendations for data protection.
CMAL remain committed to compliance of
General Data Protection Regulation
2016/279 (GDPR), Data Protection Act
2018 (DPA 2018), the Privacy and
Electronic Communication Regulations
2003 (PECR), and any other associated
legislation.
There are recurring meetings with our
DPO every 2 weeks, and we are regularly
in touch via email and phone as required.

As with all other Scottish public
authorities Caledonian
Maritime Assets Ltd have been
required to review and update
their data protection
procedures in light of the 2018
legislation.
The Assessment Team
acknowledges that the public
facing Caledonian Maritime
Assets website has been
updated appropriately. For
example at:
https://www.cmassets.co.uk/w
pcontent/uploads/2019/09/Priva
cy-notice-stakeholderengagement.pdf
There is considerable
evidence of relevant staff
training here. As under
element 12, Caledonian
Maritime Assets seem to have
engaged with an information
governance training
programme which was noted
at the last PUR. It is welcome
that this seems to have
become a permanent feature
of records management
provision in the authority.
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The Team also thanks
CMAL for the update
regarding the
implementation of the
new CCTV system, and
for confirming that data
protection
considerations relating
to the installation are
being taken into
account through the
preparation of a Data
Protection Impact
Assessment.
We continue to run courses on
GDPR compliance for our staff.
We have six staff attending
Certificate in Data Compliance
training in October 2021. This
course is delivered by our DPO
Liz, Taylor of TKM Consulting.
We are also planning to introduce
online training/tutorials on Data
protection for our staff to provide
refresher training. These will be
mandatory for all staff to complete
annually. Our IT Manager has
recently implemented mandatory
online training for phishing and
cyber security for all staff.
There will be training and tutorials
scheduled for all staff on
information governance on the
back of the overall O365, we
continue to have our bi-weekly
meeting with the DPO and ad hoc
meetings as and when required.
A copy of our Data Processing
Agreement is within the shared
Onedrive folder. Apologies, I
believe this was touched upon

The Assessment Team
acknowledges CMAL’s
inclusion of the Data
Processing Agreement
with thanks.
The Team commends
CMAL for continuing to
take its responsibilities
pertaining to data
protection seriously.
We welcome news that
staff awareness of data
protection issues
continues to be
bolstered by the
ongoing and planned
future implementation
of mandatory training
courses.
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A

A

G

10. Business
Continuity and
Vital Records

CMAL does not currently have a
business continuity plan but has
prioritised its development. The
Keeper requires a copy of the
Continuity Plan which is set for
completion by May 2016.
The Keeper agrees this element of
CMAL’s Plan under Improvement
Model terms. This means that the
authority has identified a gap in their
records management provision
(they will not have an approved
Business Continuity Plan until later
in the year) but have put processes
in place to close that gap. The
Keeper’s agreement will be
conditional on receiving updates as
the project progresses.

The CMAL Team have been working from
home since 17/03/20 with the Health,
Safety & Environmental Manager being
instrumental in keeping staff updated and
informed of any information and guidance
being issued. Our IT Manager was
working very hard to ensure our ability to
work from home in advance of the office
closing, we are happy to say our IT
systems have proved resilient, all
employees have been equipped to
undertake their duties from home. We
have relied heavily on Microsoft Teams to
keep in touch with each other, to host
meetings, conduct external audits, provide
training etc. Our Sharepoint platform site
has been key to hosting our Quality
Management site, our Engineering Project
sites, our Finance, invoicing, PO and
Procurement sites. This site has also
been used for employee communications,
Health, Safety & Environmental
communications and updates, risk
assessments etc. Our Operational &
Safety Management Site has continued to
operate via sharepoint and all teams
including our Vessels Department &
Corporate Services Team rely heavily on
the site for storage of records, drawings,
reports, documents, photographs, PR and
communications. The site is crucial for our
work therefore it is hosted in an on
premise tenancy within a datacentre in
Dundee and setup in a failover cluster
with our backup datacentre in Aberdeen.
The servers themselves are backed up
using barracuda appliance backups that
are held at a third secure site and are
accessible via a web portal if needed.

The Assessment Team thanks
CMAL for the very detailed
description of their response to
the Covid 19 emergency.
Generally, across the public
sector the ability to work from
home has been fully supported
by digital records systems.
The CMAL information team
might be interested to take part
in an online survey lead by the
PRSA Team where we are
trying to determine the effect of
the Covid crisis on record
keeping. You will find it at:
https://www.surveymonkey.co.
uk/r/CovidImpactScotsRM

last year and we forgot to upload
to the folder.
The Business Continuity &
Disaster Recovery Plan was
published to our Quality
Management System for staff in
late Jan of 2021. See a copy
within shared OneDrive folder.
This will require updating now that
we are getting back to attending
the renovated offices in Port
Glasgow. This task is noted on
our corporate action log.

The Assessment Team
thanks CMAL for the
update regarding the
authority’s published
Business Continuity
and Disaster Recovery
Plan, and for providing
us with a copy of the
document.
The Team welcome
news that the Plan will
be updated as staff
return to the offices in
Port Glasgow.

The update on physical
security has been noted under
element 8 above.

The publishing of the
Plan clearly
demonstrates CMAL’s
commitment to its RM
responsibilities relating
to business continuity
and vital records. We
thoroughly commend
the progress made by
CMAL on this element.

At the time of the last PUR
(September 2019) CMAL
provided a disaster plan in
draft format. The adoption of
this procedural document,
coupled with the real-life
testing of the emergency
record access process this
year might (if this was a formal
re-submission) result in this
element of the Plan turning
from Amber to Green.

If this was a statutory
resubmission of
CMAL’s RMP, it is likely
that the RAG status of
this element would turn
from amber to green.

If the Disaster Plan remains
draft, this element remains
Amber.

CMAL have recently invested in a new
automated door entry system to the main
office post Covid. This was installed to
improve security for the building, our IT
Systems and our records and documents.
We (SMT) plan to review and identify best
practice/lessons learnt from working
remotely and share with the wider CMAL
team. Our Board have been regularly
updated on all significant actions taken to
allow staff to work from home.

A
11. Audit Trail

A

A

The authority has identified the
need to improve audit trail
mechanisms and to assist in this
they are expanding the functionality

As per above we are progressing our
EDRMS project, technical
recommendation will be presented at the
next board meeting in November for

See elements 4 and 5 above
for comments regarding O365.
The O365 migration should
greatly increase the control
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Requirements for audit trails will
be incorporated into the projects
referred to above under the
business classification element.

Update noted with
thanks.

11
of the SharePoint 2013 system they
operate.
The Keeper agrees this element of
CMAL’s Plan under Improvement
Model terms. This means that
CMAL have identified a gap in their
records management provision
(there is no business-wide system
for tracking records), and have put
processes in place to close that
gap. The Keeper’s agreement will
be conditional on receiving updates
as the SharePoint project
progresses.

approval. Significant budget being sought
for approval.

We have now rolled out a CMAL Change
Control Policy and Change Record Form.
The aim of this document is to put in place
procedures that:






Minimise the risk of damage to
information systems, data and
business operations that may
come from changes to the
organisation’s computer systems;
Ensure the impact of any
proposed information system
change on all areas of the
organisation is identified;
Ensure that all legal requirements
including but not limited to those
required by records management
and data protection legislation are
incorporated into the change.

It covers procedures to be adopted when
any change is made to IT systems,
whether it is the introduction of a new
system or change to an existing system,
in the following areas:




over document tracking
although it will take some time
for this to be universally
applied in the authority.

This element will
remain amber while
work is ongoing.

The O365 should provide
automatic version control, but
staff will still be required to
name records in a consistent
way so that the search
functionality can be properly
applied. The Assessment
Team would expect to see a
Naming Convention Policy
imposed alongside the new
structure.
The Assessment Team thanks
CMAL for the update regarding
the change control procedures.
This sort of oversight during a
digital record keeping
transition is commended.
Obviously, the ability to track
and retrieve records depends
on the functionality of the
systems in which these
records are held. As CMAL is
currently evolving its record
keeping solution, this element
remains at Amber.

Operating systems
Application systems
Hardware

The policy was required to provide a clear
audit trail of any changes/upgrades to our
systems.
A copy of the policy will be sent under
separate cover.

G
12. Competency
Framework

G

G

The Keeper welcomes updates on
staff training activities such as the
proposed Workshop Session and
the inclusion of data protection
training as part of the planned
information governance training
package.

CMAL remain committed to staff training
and competency, there have been many
staff undertaking a wide range of training
throughout the year. There is a dedicated
annual budget for training and CMAL
honour payments for professional
subscriptions, the undertaking of
Continuing Professional Development,
industry conferences, seminars,
workshops, chartership fees etc.
We have also renewed out Corporate
membership of IRMS and our IT Manager

The Keeper expects staff
creating, or otherwise
processing records, to be
appropriately trained and
supported.
As noted against element 9,
staff training appears to be
pursued appropriately in
Caledonian Maritime Assets
and has consistently updated
the Keeper as he requested in
his original 2016 agreement.
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See Element 9.

As CMAL demonstrate
in Element 9, the
authority clearly
continue to support and
train staff appropriately.
This is particularly
evident surrounding
issues of data
protection and
information security.

12
has worked closely with Rob Bath, Digital
Director at IRMS on our Sharepoint Asset
and Records project.

G

G

G

13. Assessment
and Review

The Keeper commends the
authority’s plans to undertake
annual self-assessments and an
audit of their Records Management
Plan by the end of 2016. The
Keeper requests that he is kept
informed of these developments.

CMAL remain committed to undertaking
the annual PUR and have also had some
data protection elements included in our
internal/external audit programmes over
the past 12 months.

The use of consultants (for
example Rob Bath or Liz
Taylor) to advise on particular
aspects of information
governance is noted. This
represents a clear commitment
to provide resource to the
authority’s information assets
to the benefit of the whole
business. This commitment
would be strongly commended
by the Keeper.
Section 1(5)(i)(a) of the Act
says that an authority must
keep its RMP under review.
The authority’s participation in
the PUR process in 2019 and
2020 demonstrates a
commitment to reviewing its
RMP.

The Assessment Team
welcome news, also
noted in Element 9, that
CMAL have planned for
staff training and
tutorials on the back of
the migration to O365.

As previously stated, CMAL
remain committed to undertaking
the annual PUR and ensure data
protection elements are
periodically included in our
internal/external audit
programmes.

The Assessment Team notes
the particular review of data
protection processes. This
further supports the Keeper’s
opinion that CMAL has
arrangements in place to
properly review their RMP and
other key records
management policies.

A
14. Shared
Information

G

G

Existing procedures will be reviewed
and formalised through the
implementation of a CMAL data
sharing policy. The Keeper would
like sight of the subsequent
documentation.
The Keeper agrees this element of
CMAL’s Plan under Improvement
Model terms. This means that he
acknowledges that the authority has
identified a gap in their records
management provision (they
consider a single data sharing
agreement would be a strong
business tool) and have put
processes in place to close that
gap. The Keeper’s agreement will
be conditional on him being
provided with updates as the project
progresses.

Procedures for managing requests falling
with the scope of FOI have been recently
revised and all contracts have/are being
reviewed to ensure they have appropriate
clauses for data protection and FOI.
A copy of our revised data processing
agreement will be sent under separate
cover.
We have undertaken recent work to
establish what was being transferred out
with the EEA with some working practices
changed (CMAL newsletter platform) as a
result of the Schrems II decision.

It appears from the text of this
PUR that a Data Sharing
Agreement exists. This was an
objective mentioned by CMAL
in their original submission and
noted by the Keeper.
If this is the case, and if it
appropriately addresses
information governance
issues, it is likely that this
element of the Plan would turn
from Amber to Green in a
formal re-submission.
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The Keeper’s
Assessment Team
commend CMAL’s
commitment to
undertaking annual
PURs as part of the
authority’s assessment
and review process.
The Team also note
with thanks that data
protection elements are
periodically reviewed
through both internal
and external audit
programmes.

Please see a copy of our Data
Processing Agreement as
mentioned in element 9 within the
shared Onedrive folder.

The Assessment Team
thanks CMAL for the
inclusion of a copy of
the Data Processing
Agreement. CMAL
clearly takes the
appropriate treatment
of shared information
seriously and the Team
commend the authority
for this.
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7. The Public Records (Scotland) Act Assessment Team’s Summary
Version
The progress update submission which has been assessed is the one received by the Assessment Team on 28 th September 2021. The progress update was submitted by Victoria McAleese, Quality,
Governance & Data Officer.
The progress update submission makes it clear that it is a submission for Caledonian Maritime Assets.
The Assessment Team has reviewed Caledonian Maritime Assets’ Progress Update submission and agrees that the proper record management arrangements outlined by the various elements in the
authority’s plan continue to be properly considered. The Assessment Team commends this authority’s efforts to keep its Records Management Plan under review.

General Comments
Caledonian Maritime Assets continues to take its records management obligations seriously and is working to bring all elements into full compliance.

Section 5(2) of the Public Records (Scotland) Act 2011 provides the Keeper of the Records of Scotland (the Keeper) with authority to revisit an agreed plan only after five years has elapsed since the
date of agreement. Section 5(6) allows authorities to revise their agreed plan at any time and resubmit this for the Keeper’s agreement. The Act does not require authorities to provide regular updates
against progress. The Keeper, however, encourages such updates.
The Keeper cannot change the status of elements formally agreed under a voluntary submission, but he can use such submissions to indicate how he might now regard this status should the authority
choose to resubmit its plan under section (5)(6) of the Act.

8. The Public Records (Scotland) Act Assessment Team’s Evaluation
Based on the progress update assessment the Assessment Team considers that Caledonian Maritime Assets continue to take their statutory obligations seriously and are working hard to bring all the
elements of their records management arrangements into full compliance with the Act and fulfil the Keeper’s expectations.
The Assessment Team recommends authorities consider publishing PUR assessment reports on their websites as an example of continued good practice both within individual authorities and across
the sector.
This report follows the Public Records (Scotland) Act Assessment Team’s review carried out by

Samantha Walker
Public Records Support Officer
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